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What’s New?

New Findum Changes for September, 29, 2014:

1. Locate Now will time out in 120 seconds (previously this was 60 seconds)

2. “Locate Now” spinning circle will stop when the application receives a location response from the
device. It will then display the acknowledgement “The device successfully responded to the Locate
Now command.” in green background.

3. When a device that has been previously tagged is deleted, when it is re-added to the same account,

the device tag is the Device Identifier. Previously, it would keep the old tag prior to deletion.

Icons on map no longer obscure the list of filters.

Reports date/time indication updated.

All time displays are in 24 hour clock format.

No o bk

A black location marker now indicates the centre of the geo-fence both when it is created and when
geo-fences are shown for individual devices.

More information on Findum'’s release history.

Introduction to Findum —>
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Introduction to Findum

Findum is an online application for configuring, tracking and monitoring
all of your Sendum tracking devices — from any web browser, computer,
or mobile device.

With Findum, you can access near real-
time data, historical readings, and graphs.
You can also set up text and email alerts,
create reports, and set up virtual
geographic boundaries (called Geo-
Fences).

To start using Findum with your Sendum
tracking device(s), you'll first need to
register for an online account. From there,
you can start registering the devices that

you want to monitor.

Introducing Findum (Video) —>
— What's New?
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Introducing Findum (Video)

Here is a short two minute video providing a brief overview of the Findum
system.

Prerequisites —>

— Introduction to Findum
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Prerequisites

You can access Findum through any standard web browser at
http://[findum.sendum.com.

The following web browsers are currently supported:

Windows:

* Chrome Version
» Firefox version 12 and up
* |E version 11 and up

Mac:

+ Safari Version 6 and up
* Chrome Version 22 and up
» Firefox Version 14 and up

Browser Support

Findum is designed to work with web browsers for PCs (Windows) and Macs. We recommend you always
use the current version of browsers to make sure our web pages display quickly, and that you have the
latest browser security updates.

About this Guide —>
— Introducing Findum (Video)
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About this Guide

This online user guide was created to provide an up-to-date interactive
resource for users of Findum. Here are some tips on using it most
effectively.

Left Menu: You can use the expanding hierarchical menu tree on the left to navigate through topics.
To expand any topic heading, click on the right arrows. To contract a heading, click on the down
arrow.

Search box: To get straight to a topic of interest, try the Search box in the upper right corner of the
screen.

Images: Many of the images can be expanded into larger views just by clicking on them.
Comments form: Freely use the comments section to point out your comments or suggestions on
any article topic. The comments will go back to Sendum’s documentation team. Note that the
comments are moderated so they won’t show up in public right away. Try not to use the comments
section for specific support related issues, instead use the Sendum Support form.

Article ratings: To help us improve our documentation, let us know if the articles we have posted are
helpful. If you found an article particularly useful, let us know by clicking the green thumbs up sign. If
you found an article to be not helpful, misleading, or confusing, also let us know. We can use this
information to add more useful content and improve the less useful materials.

Printable Version: If you prefer to read a printed copy of the guide, use the Download as PDF link at
the bottom left corner to access the guide in Adobe Acrobat PDF format.

Mobile Devices: This guide has been formatted to work well on mobile devices.

Getting Started —>

— Prerequisites
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Getting Started

Before you can get going and start tracking data with your devices and
Findum software, you’ll need to:

Have an airtime account all set up with your Wireless Service Provider

Make sure your device is properly provisioned and, if applicable, has a full battery charge
Create a Findum account

Db~

Add devices to your Findum account

Create a Findum Account —>
— About this Guide
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Create a Findum Account

Creating a Findum account is one of the first key steps in being able to
monitor and track your Sendum devices.

To register a new account:

1. Open a web browser and navigate to findum.sendum.com. Alternatively, you can navigate to
Sendum’s website (www.sendum.com) and then click the Findum Login link in the upper right corner
of the web page.

2. The first screen you will encounter when you navigate to Findum is the login screen. Since you want
to register a new account, click the “Don’t have an account?” link just below the Login window.

Email *

Password *

Don'L have an account?

Forgol your password?

Last update: 2014/12/12 10:21:57 Page 10 of 165
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3. The Signup form will be displayed.

Email example@sendum.com *
Confirmed Email example@sendum.com
Password | seeseer *

Confirmed Password | =eeeer ®

End User License Agreement

R e B L Y S S L R e e
including under any applicable statute of frauds, because they
were accepted or signed in electronic form. Meither of us will
contest the validity or enforceability of a signed facsimile copy of
this Agreement on the basis that it lacks an original handwritten
signature. Electronically maintained records when produced in
hard copy form shall constitute business records and shall have
the same validity as any other generally recognized business

records
¥ | agree to the terms and conditions.
Cancel

Back Lo Login.

4. Enter the required information in each text field. Note that the password you choose has to be at least
six characters. Although it's always good to note this password down so you don’t forget it, you can
always reset the password later.

5. Once the appropriate information has been entered, and the terms and conditions read and agreed to,
click the “Signup” button.
6. The following message will populate above the “Signup” button.

Successfully signed up! Please follow the link from your e-mail account to
validate.

7. Check your email inbox to retrieve the email sent from Sendum. Although the email is sent right away,
it might take a few minutes to get through the email networks.

il T & = Sendum Registration Co... ToeTE- T ]
IMESSAGE ADOEBE PDF

Thu 10,07/2014 11:45 AM

noreply@mz2m.io
Sendum Registration Confirmation

Ta example@sendum.com

Follow the link below to complete the registration process:
http://sendum.m2m.io/confirm registration/el4K

8. Open the email sent from the Sendum application and click the link provided. Findum will then open
up in your browser to the Register New Device screen where you can get started adding your devices

to your new account.
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Note that if you can’t locate the email that was sent from Sendum, please check your Junk or
Spam folder. If you do find the email in there, you can prevent this from happening again by
labeling the email as “not spam” or by white-listing the email address.

Create a Findum Account (Video) —>
— Getting Started
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Create a Findum Account (Video)

The following video demonstrates how to create a Findum Account

Logging into Findum —>

— Create a Findum Account

Last update: 2014/12/12 10:21:57 Page 13 of 165


https://player.vimeo.com/video/102193013
https://player.vimeo.com/video/102193013

Findum User Guide - 1

Logging into Findum

Once you have your Findum account created, you can log in at any time
and in any location with just your email address and account password.

When you log in, you will arrive at one of three different pages:

1. If you do not currently have any devices registered in your account, you will arrive at the Register New

Device page.
2. If you have just one device registered in your account, you will arrive at the Device Details Live View

page that displays information on your device. Whether the information is current or not depends on

whether your device is turned on.
3. If you have two or more devices registered in your account, you will arrive at the Dashboard — View by

Cards page which provides a summary of all the devices in your account.

Add Devices to your Findum Account —>
— Create a Findum Account (Video)
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Add Devices to your Findum Account

The Add a Device function allows you to link your device with Findum so
you can view and track data as well as make configuration changes.

. . " . " Register N Devi
Adding a device to your Findum account is simple. All you

need is the device’s Device |dentifier and the device

1 Turn on the device(s).

password.
You can add as many devices as you want to your Findum l

The LEDs should be on

account and your devices don’t even have to be powered

on. However, in order to see and view live data and

confirm that the device is indeed accessible by your | Provous | Nex [
account, the devices will need to be turned on at some

point (and certainly before you start a tracking session!)

Before adding your devices to your Findum account, you should check to see whether your
devices have already been added. This is because, in the majority of sales, this is done
automatically as a part of the sales process. You can check which devices are already in your
account by going to to the Dashboard see a listing of what devices are currently in the account.

1. When you click “Add a Device” you will be presented with the “Register New Device” screen. Here it
prompts you to turn on the device, and notifies you that the device is visibly activated when the LED is
on. For those who are using devices without LED’s (such as the Sendum GT300) this could be bit
misleading. The key message here is that, if you can, turn on or power up your device. If you don’t
have access to your device to do this, don’t worry. You can still add your device to your account
regardless.
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2. Click the “Next” button in the lower right hand corner to continue.

7 Tindum wil now ask for fhe product's bevice
Register New Device

Identifier and password.

4. Once the Device Identifier and Password have been @) Enter the device identifier and password.

entered for the device, click the Next button. Findum

will attempt to recognize and register the device. Theltevice dentier e found on the back ofthelevics
5. If successful, the Device Details page loads, SE-n-d-u_m'm'”m\,idgwh&ww

displaying the current location of the device on the
left and the temperature graph on the right.

Cancel

Previous | Nex

Adding devices to more than one account —>

— Logging into Findum
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Adding devices to more than one account

You can add devices to as many Findum accounts as you want, allowing
multiple people to keep track of a device’s data, from multiple locations.

For example, a company may include a device in a time-sensitive shipment across the country to a
customer who is anxiously waiting for it. Both the company and the customer can monitor this device in their
own Findum accounts, allowing them to keep up-to-date without need for constant communication between
the two.

The more accounts a device is added to makes that device more susceptible to changes that
may not be intended or agreed to by all account holders. Consequently, it is good practice to
limit the number of users to people who have a strong need to access that information — and
that who are familiar with the device and Findum.

To add a device to more than one account:

1. Make note of the Device ID for the device you want to share with others.
2. Obtain the password for the device using the Get Password function

3. Log into each Findum account that you want to have access your device. Or, if you don’t have access
to those accounts, pass on the Device ID’s and passwords for each device to that user so they can
add the device(s) themselves.

4. Follow the same steps that are required to add a device to a Findum account.

Adding a Device to your Findum Account (Video) —>

— Add Devices to your Findum Account
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Adding a Device to your Findum Account (Video)

Forgot your Password? —>

— Adding devices to more than one account
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Forgot your Password?

The Forgot your Password link allows _

you to gain access to your Findum emai #
account even if you forgot your passuord u
password. All you need to know is the
email address with which your account
was originally registered.

Don'L have an accglnt?

Forgol your password?

If you forgot your password, from the Login screen:

1. Click Forgot your Password?
2. Enter the email address that your account was signed up under, then click Submit.

Forgot Password

e:t.ample@s_en;l_gl_r_n_.com|

Enter your e-mail address.

Don'L have an account?

Back Lo Login.

3. A message will be displayed telling you to check your email inbox for an email that was just sent.

Forgot Password
*H

Enter your e-mail address.

Please check your e-mail to reset your password.

Don'L have an account?

Back Lo Login.
4. Look for an email from noreply@m2m.io or with the subject line of “Sendum Password Reset
Confirmation”.
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5. Click the link in the email. Your browser will open to the Reset Password page.

Reset Password

example@sendum.com

Enter a new passwaord.

Please confirm,

Bl o

Don't have an account?

Back Lo Login.

6. Enter your new password in both fields then click Submit to complete the process. The Findum login
screen will then appear.

7. Note that it takes 30 seconds for the new password to be updated in the system. Please wait at least
this time before logging in with your email address and new password.

Note that if you can’t locate the email that was sent from Sendum, please check your Junk or
Spam folder. If you do find the email in there, you can prevent this from happening again by
labeling the email as “not spam” or by white-listing the email address.

Forgot your Password (video) —>
— Adding a Device to your Findum Account (Video)
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SENDUM

Forgot your Password?
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Getting Help

When you are working in Findum, Help documentation is always just a
click away.

Sendur. | Help

Filters -

@ My Geo-Fences

# Add a Device

Bill's PT300
nming
Sugar Hill 0 §
Suwanes

utn

The Findum Help link in the upper left corner of every page

Just look for the Help link in the upper left corner of any Findum screen. The link will take you to the online

Findum Help system.

Main Menu —>
— Forgot your Password (video)
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The main menu in Findum, which shows
up on every screen, is where you can
navigate to key areas of the program.

Follow the links below for a description of each link:

* Devices
* My Geo-Fences
* Add a Device

* Settings

Devices —>
— Getting Help

Last update: 2014/12/12 10:21:57

Devices

Q@ My Geo-Fences 2]
# Add a Device

£ Settings
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Devices

When you click Devices from the main Devices
Findum menu, you will arrive in one of
two places:

@ My Geo-Fences (2]

1. Dashboard page arranged in the “View by Cards” # Add a Device

format. This is the default format when you have more
than one device in your Findum account.

2. Device Details page. This is the default landing page
when you have just a single device in your Findum

£ Settings

account.

Note that in the Devices link (see image above) there is an orange box with a number in it.
This number indicates the number of devices currently in the account.

Dashboard —>
— Main Menu

Last update: 2014/12/12 10:21:57 Page 24 of 165



Findum User Guide - 1

Dashboard

The Dashboard page provides an overview of all the devices registered
with your account. For this page, you can filter the view of your devices
by groups (or categories) that you can create. You can also view your
devices on a map.
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If you have only one device in your account, the Dashboard view defaults to the Device Details
page which provides detailed information on a single device, including a location map, alarm
notifications, and data graphs.

If you have multiple devices, Findum displays a smaller card for each device showing a quick view of that
device’s current statistics, as well as a map for the device location.

e Card View
+ Maps View

View by Cards —>
— Devices
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View by Cards

This is the default view of the Dashboard view by: e el kel
when there are multiple devices in your
account.

Devices Dashboard  filter

Q My Geo-Fences [

Filters » | c__ .+ : e e e
Searc View by: R el s |
# Add a Device
PT300 PT300D
£ Settings [ £
Gainesville The Woodlands
i bl f
nming 2o f
@) Sugar Hill y. \ Y S
Sux\'an_ee".. il L ;:‘
i
Device(s) in Jluu-u__,= -
alarm. _“Lawrenceville
Flowery Branch, GA Houston, TX
»'d-.
s Q@ weather sunny Q@ weather partly Cloudy
. Q@ Local Tem 283C Q@ Local Tem i F
Alarm(s) in total. S0 £
(] DeviceTemp 25.2C (0] Device Temp 278C
all  Signal -84 dBm all Signal - 76 dBm
i [Dattery 54 % i [Dattery BE %
¢ Pressure 58331 Pa. ¢ Pressure 101288 Pa.
[ Humidity 52 % [ Humidity 53 %
* Light 3% * Light 0%
* IR 1 * IR 0
* il 22 * Tilc 18°
* Voltage 4125 mv * Volags 3934 mV

Example Dashboard View by Cards Screen with Two Devices in Account

In this view, each device is represented by cards which, when clicked, lead to a Device Details page for that
device. Each Card provides an overview of the last obtained data from the Device. Full information on the
device is obtained by clicking the card.
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What is a Card? —>
— Dashboard
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What is a Card?

A Card is a short summary of data on a
single device that is shown on the
Dashboard View by Cards page.

When you click on the card, the Device Details page opens that
provides greater detail on the device.

Each card includes the Device Identifier or Name Tag, a small

map showing the location of the device, and a short description
of the current weather and temperature at that location (pulled
from an information server). In addition, the card lists the last
recorded sensor data applicable to the device. This will typically
include parameters like device temperature, signal strength,
battery level, pressure, humidity, etc.

Yellow Alarm Triangle —>

— View by Cards

Last update: 2014/12/12 10:21:57

nming
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John's Device

Gainesville

Sugar Hill q

Suwanee

uath /

" Lawrenceville

L
u

* * * X @

Buford, GA
Weather Light rain
Local Temp 228C
Device Temp 346C
Signal - 106 dBm
Gattery 44 %
Pressure 97429 Pa.
Humidity 34 %
Light 0%

IR 0
Tilt { Ei
Voltage 3832 mV

A Typical Device Card
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Yellow Alarm Triangle

If a device has one or more uncleared — A
alarms associated with it, this will be
indicated on both the Dashboard View by

Cards screen and the Dashboard View by q
Map screen with a yellow alarm triangle.

For the View by Cards screen, the yellow triangle will be in
the upper right corner of the Card. Clicking the Card will
display the Device Details screen with the alarm notifications

shown below the map and graph.

For the View by Map screen, the yellow triangle will be displayed at the last known location of the device.
Clicking the yellow triangle will open the Device Details screen with the alarm notifications shown below the
map and graph.

Location Pins —>
— What is a Card?
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Location Pins

The location markers used on the View by Cards screen and the View by
Map screen can be of a different color depending on their status. Here is
an explanation:

Blue Pin
The device reported its last location successfully and has no alarms. The pin represents its last-reported
location.

Yellow Pin
The device reported its last location successfully and has alarms. The pin represents its last-reported
location.

Red Pin
The device did not report its last location successfully and has no alarms. The pin represents the last-known
location.

Orange Pin
The device did not report its last location successfully and has alarms. The pin represents the last-known
location.

Black Pin Indicates the centre of a geo-fence both when it is created and when geo-fences are
shown for individual devices.

View by Map —>

— Yellow Alarm Triangle
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View by Map

The Map view on the Dashboard provides a quick way to find devices of
interest by locating them geographically. As with the View by Cards
screen, the devices shown can be filtered using groups that you can set
up yourself.

Fllters = | search LT Cards § Map § Groups |

- !
- fsland oo

The Dashboard View by Map Screen

Devices are shown on the map where the last location fix was recorded. If any device has alarm conditions
that have not been cleared, it will be shown with a yellow alarm icon.

If a device has no alarm conditions, it's location will be shown with a blue location marker.

View by Groups —>

— Location Pins
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View by Groups

Findum User Guide - 1

The Groups function allows you to organize the display of your Device
“cards” (in the Dashboard view) or location markers (in the Map view)
according to meaningful group names (or “tags”) that you define. Using
this function allows you to more easily navigate through listings of
multiple devices to quickly find just the ones of interest.

Dashboard = filter

Filters

Groups

Company: ABC Lid.
Company: Acme Carp.

| Device: GT200
Device: PT300
Person: john Smith

| Person: Steve Doe
Priority: Critical *
Priority: Low

| Region: East

| Region: Morth

| Region: South

' Region: West
Status: Active

Status: Inactve

Last update: 2014/12/12 10:21:57

0123456789

il O A W il

B et Vanconer s,

1123456720

i =t % d [ E—
J / GE ‘J A
AAING ’ [ Pt Mooy
A M ancouy e
iy T N
d /‘@ et B “‘“‘1“3
Sugar Hill - =} estminster 9
.' /,— et \".,__..L._J,: Tee,
Serovarse | - 'm
/ S F s ]
iluth jf f —
o~ Lawrenceville Laciner = ’ |
.-'"'- _I'_' ‘\_\_
e [
Buford, GA Burnaby, BC
O Weather Parthy Cloudy O Weather vartly Cloudy
ﬂ Local Temp 288C ﬂ Lol Temp 15C
(B Device Temp  346C O DeviceTemp 236C
ol Signal - 106 dBm J  signal - 95 dBm
i Gamery 440 i Gomesy 100 %
& Prassure 97429 Pa " Pressums 100597 Pa.
& Humidity 3% & Humidity 56 %
X Light 0% * Light 44%
* R [} * IR 12
K Oriernation  -4-12096° % Orentation  0.32-1028°

Dashboard Card View with Groups
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Note that the Groups function is only available when you have more than one device in your
account.

Example Groupings

Owner, or person responsible

Company or department name

Function or purpose

Type of device

Region

Priority or importance

Or anything else that make will make your devices views easier to organize

Note that you can set up as many groups as you need.

Creating Groups —>

— View by Map
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Creating Groups

To set up one or more groups:

1. From the Devices > Dashboard view, click “Groups” on the top right.
2. Enter a group name in the “New Group” field, and click “Add”.
3. Click on the newly created group, and add one or more devices.

Using Groups to Filter Views —>

— View by Groups
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Using Groups to Filter Views

Once you have a number of groups that you have set up, you can use
these to filter your Card or Map views.

To filter your device views:

1. Go to either the “Devices” View by Cards view or the View by Map view, and in the top left corner,
click on “Filter” and a drop down will appear with all the names of your groups.

2. Toview all devices again, clear the filter by clicking on the X next to the filter name in the Dashboard
bar.

Dashboiird  filter

Deleting Groups (Video) —>

— Creating Groups
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Deleting Groups (Video)

To delete one or more groups that you have created:

1. From the Dashboard View by Groups screen, click and hold in the white area outside of the group
label, and draw a rectangle to select the group(s) you wish to delete.

2. A dialog box will appear asking, “Are you sure you want to delete these Device Groupings?”

3. Click Yes to delete the group(s).

The following video demonstrates how to delete groups.

View by:

Device Details (Live View) —>

— Using Groups to Filter Views
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Device Details (Live View)

The Device Details page displays detailed information on a single device.

By default, this page displays the “View by Live” option, showing the current location of the device on the
left and the temperature graph on the right. If any sensor on the device is in an alarm condition, the alarm
details (and the ability to clear each alarm) will be displayed at the bottom of the page.

G o Device Detalis BIFs FI300 . ] i Gt Pt | £ Lisals Vi I
AL Aty e Dl S S DVl TP AT wara By | = FEPRE
e _
i
&1 : [
o /‘/ \
A
= 4N e
. ..-‘"PJ
- a -
B ™ i
— ! -
// g Cid
L | 333C 105 dBm 22% 9B65E Pa. 0 % 0 % 57 %
/ 85 ] 3729 my .
83 i;]_._'{;
* - B ST R u
i -
» History
+ Configuration
* Rules
* Reports

» Top Header Menu

« Alarm Notifications

* Geo-Fence Boundaries
+ Legend
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History —>
— Deleting Groups (Video)
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History

The History page allows you to review previously collected data for the
currently selected device. In doing so, you can learn more about the
movements and the conditions of your assets related to a specific time
frame of interest.

".rj_
-}

You can get to this page by first accessing the “Device Details” page for the device you Hi

are interested in, then clicking the History button in the upper right-hand corner of the
screen.

A Devices

B

Device Details

@ MyGeo-Fences

[~}

MDN: 9999999999, DEVICE IDENTIFIER: 09999999, DEVICE TYPE: PT300 viewby: [T | E Corig
# Add aDeviee

temperature 2/
o settings

mmmmmmmmmm

07-08-2014 ,,",5;"""}” VP
oeas @
Camreza

end o 2 200
07-082014

J o
[LSEE I ] Lacsmbe: 'Y

 rlor | s |
temp. signal battery pressure light ir light humidity
o EES..E tilt gps jam voltage
L %
- ¥
%,

A Typical Device History Screen (Click to Enlarge)
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On the left side of the screen there is a different legend

displayed for the map interface, explaining that the Maps & Start
Charts are limited to 10,000 points, and Internet Explorer is 07-05-2014
limited to 1,000 points. The opaque blue circles now seen

on the map are representations of the last Lat/Lng e ©
(Latititude / Longitude) points for the device.

Directly above the Legend are some fields for you to set End
date and time parameters for the displayed history. When 07-09-2014
you set these parameters and click Update, the blue circles

plotted on the map will be updated to correspond to the new 10:26 ©
time frame. In addition, the data graph on the right will be

adjusted as well to fit the changed time frame.

To better understand the movement of your device during
the chosen time frame, below the map there are two
buttons, respectively labelled Play and Stop. History Time Frame Form

By the clicking the “Play” button, the application plays an animation showing the plotted w
latitude and longitude points for the device as they appeared chronologically within the
search parameters. Clicking“Stop” will stop the animation and show all the points at once.

Once again, the user has the capability of choosing which metric is displayed in the graph on the right by
selecting from the panels at the bottom of the screen. In each case, the time frame of the data will match the
Start and End dates and times that you entered previously.

temp. signal battery pressure light

ir light humidity tilt gps jam voltage

Using the History Page (Video) —>

— Device Details (Live View)
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Using the History Page (Video)

The following video provides a demonstration of how to use the History
page that can be accessed from any Device Details screen.

Configuration —>
— History
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Configuration

The Device Configuration page is where you can set a number of options
that control how the current device obtains location fixes, reports sensor
data, checks for alarms, detects GPS jamming, and conserves power.

Device Details

MDN;: 9999999999, DEVICE IDENTIFIER: 09999999, DEVICE TY PE: PT300D View by: M h‘,ib'r-i | Conf § Ru ‘Report

Send to Device

assisted location autonomous location

¥ Enable/ Disable U Enable/ Disable

15 miues 0

seconds
O tours ‘)I Ommutes
O 0 hours

" Oaas

sensor reports

7 Enable f Disable

23 seconas

2 1 minutes

8 hours

8y

alarm check

Have the device check interally for alarms every:

o seconds

location check

Have the device check interally for geofence alarms every:

o seconds

gps jamming

2} Enable 7 Disable

power settings

[ Sleep on No Motion

If the device detects no motion for:

o seconds

, then tell device to sleep for:

Device Configuration Screen
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To get to the Device Configuration page, click Devices > [choose device] > Configuration
Refer to the following links for specific information on each of the Configuration settings.

» Assisted Location

e Autonomous Location

» Sensor Reports
« Alarm Check
» Location Check

+ GPS Jamming
» Power Settings

To save any changes that you make on the Configuration screen, you must click the “Send to
Device” button in the upper right-hand corner.

Assisted Location —>

— Using the History Page (Video)
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Assisted Location

When enabled, the “Assisted Location” function in Findum:

assisted location

1. Configures the device to use a multi-step location ML s
process designed to work reliably in GPS impaired 15 minuce
environments. Orours

2. Provides you with the ability to set the frequency of
how often location fixes using the above method are
performed, and

0 s

3. Transmits a Sensor Report at the same interval as above.

The Assisted Location method in Findum is the most reliable one to provide location fixes (compared to the
Autonomous Location option). For most applications, this is the location setting that Sendum recommends.
However, there is a cost in regards to power consumption and data usage.

Note that when you enable Assisted Location, the device first performs an Autonomous Locate
AND automatically transmits a Sensor Report at the same interval as the location fix. This
makes it unnecessary to enable either of the Autonomous Location or Sensor Reports
functions. In fact, if you do enable these other functions when the Assisted Location function is
also enabled, you will consume battery power unnecessarily.

If you enable the Assisted Location setting in Findum (with the Autonomous Location and Sensor Reports
functions disabled) and set an interval, here’s what will happen:

A Sensor Report will be performed at the interval you specified.
An Autonomous Locate will first be performed at the same interval as above.
If no fix is obtained, the device will connect to the network and perform an Assisted GPS locate.

Depending on the device you are using, if still no fix is obtained, an additional Network/Wi-Fi locate
may be performed.

DN~

To enable and set the frequency of the Assisted Location function:

1. Click the Enable/Disable checkbox so that the checkmark appears.

2. Click and drag the Minutes, Hours, and Days sliders to set the frequency that you want. The resultant
frequency is the sum of all the slider settings.

Last update: 2014/12/12 10:21:57 Page 46 of 165



3. Disable the Autonomous Location and Sensor Reports checkboxes U ——
4. Click the Send to Device button at the top right of your screen to transmit the new

setting over the air to your device. This may take a minute or two to complete.

Autonomous | ocation —>

— Configuration
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Autonomous Location

When enabled, the “Autonomous Location” function in Findum:

autonomous location

1. Configures the device to strictly use a conventional HEBLPISHS
GPS location method (Unassisted GPS) Oseconcs

2. Provides you with the ability to set the frequency of 10 miutes
how often location fixes using the above method are Orours

performed, and

3. Transmits a Sensor Report at the same interval as
above.

The Autonomous Location method in Findum provides location fixes and Sensor Reports with the least
amount of power and data communication. However, it does have it’s limitations as conventional GPS can
be impaired in the absence of a clear line of sight to satellites — or when GPS signals are otherwise

disrupted such as with GPS jamming. For these situations, Findum also offers the Assisted Location method
that uses a process to overcome these obstacles.

Note that when you enable Autonomous Location, the device automatically transmits a Sensor
Report at the same interval as the location fix thus making it unnecessary to enable the Sensor
Reports function. In fact, if you do enable the Sensor Reports function when the Autonomous
Location function is also enabled, you will consume battery power unnecessarily.

If you enable the Autonomous Location setting in Findum (with the Assisted Location and Sensor Reports
functions disabled) and set an interval, here’s what will happen:

1. An Autonomous Locate will be performed at the interval you specified.

2. A Sensor Report will be performed at the same interval as the Autonomous Locate above.
3. An Assisted Location process will NOT be performed.

The Autonomous Location method is best used when a clear path to GPS satellites is expected
throughout a tracking period or where the GPS signals are otherwise unimpaired. If you are not

sure how good the GPS signals will be, Sendum recommends using the Assisted Location
option.
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To enable and set the frequency of the Autonomous Location function:

1. Click the Enable/Disable checkbox so that the checkmark appears.

2. Click and drag the Seconds, Minutes, Hours, and Days sliders to set the frequency that you want. The
resultant frequency is the sum of all the slider settings.

3. Disable the Assisted Location and Sensor Reports checkboxes. Send to Device

4. Click the Send to Device button at the top right of your screen to transmit the new

setting over the air to your device. This may take a minute or two to complete.

Sensor Reports —>

— Assisted Location
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Sensor Reports

The Sensor Reports function is an option that sets how frequently your
device will connect to Findum to report it’s sensor readings. This setting
is typically used ONLY when you have disabled the other location
tracking functions (i.e. Assisted Location and Autonomous Location).

sensor reports

The Sensor Reports setting is intended for use with Frablerpissble
customers who are ONLY interested in monitoring sensors O scorcs
and NOT tracking location. If you are tracking location 5 it
using the Autonomous or Assisted Location functions, then Ou
Sensor Reports are performed automatically as a part of 0.

those processes and thus do not need to be enabled
through the Sensor Reports setting.

Enabling the Sensor Reports function AND one or both of the Location functions (Autonomous
or Assisted) may result in excessive battery drain on your device.

To enable and set the frequency of Sensor Reports:

1. Click the Enable/Disable checkbox so that the checkmark appears.

2. Click and drag the Seconds, Minutes, Hours, and Days sliders to set the frequency that you want. The
resultant frequency is the sum of all the slider settings.

3. Disable the Autonomous Location and Assisted Location checkboxes. U

4. Click the Send to Device button at the top right of your screen to transmit the new

setting over the air to your device. This may take a minute or two to complete.

Alarm Check —>
— Autonomous Location
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Alarm Check

The Alarm Check setting allows you a | arim C h eC k

to set how frequently your device Have the device check interally for alarms every:
checks for sensor alarms internally 3600 s

(without connecting to an external

network).

The alarm check function is useful as a lower power way to scan sensor alarms without connecting or
reporting to the network. Only when there are alarm conditions will a network connection be made and the
data alarm reported (i.e. on an exception basis).

The setting (Devices > Device Details > Configuration > Alarm Check) is entered in a measurement of
seconds. It is important to keep in mind that the more frequently alarms are checked, the greater the drain
on the battery. For example, if every 120 seconds will work for you, that is far preferable than once every
ten seconds.

Typical alarm check intervals range from once every five minutes (300 seconds) to once every hour (3600
seconds). The requirements for your application, of course, may vary.

Location Check —>

— Sensor Reports




Location Check

The Location Check setting allows you location check

to set how frequently your device Have the device check internally for geofence alarms every:
internally checks it’s location for geo-

fence alarms. It is intended for

Autonomous Location applications that use geo-fences.

0 seconds

The purpose of an internal location check is to perform a higher frequency check to determine whether a
device has crossed any geo-fence boundaries. An internal check uses less battery resources and network
traffic than a scheduled network-connected locate (such as performed with the Autonomous Location or

Assisted Location settings). Therefore, you can check more often (and keep more in the loop with your

device) without running the battery dry or incurring extra data charges. Note that an internal location check
is performed independent of an Autonomous or Assisted Location check.

When a geo-fence alarm is detected by the internal location check, the device will connect to Findum and
initiate an alarm notification. Otherwise, no network connections will occur as a result of the internal checks.

Location Check is a great feature to use when your application involves a device that will have a
consistently clear line of sight to GPS satellites, such as device strapped to the outside of a truck (allowing
for the Autonomous Location setting to be used). Location Check is NOT a recommended feature to use
when your device will be in a GPS-impaired environment (e.g. in a package in a refrigerated truck) where
location fixes are only possible through the cellular network (requiring the Assisted Location setting).

The default value of the Location Check field is zero seconds which means that NO internal location check
will be performed.

Note that the internal location check is ONLY useful if you have one or more geo-fences set up
that you want to monitor AND you have Notifications addresses entered. If you don’t have any
geo-fences set up, or there is no interest in monitoring for geo-fence activity with your device,
then leave the Location Check interval at “0”.

GPS Jamming —>
— Alarm Check
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GPS Jamming

The GPS Jamming metric is a simple gps Ja M m| ng
toggle feature that enables the detection

of GPS jamming.

[J Enable / Disable

If the box is checked, then GPS jamming detection is currently enabled.

If the checkbox is unmarked, then GPS jamming detection is currently disabled.

If you are using a battery powered device, note that turning the GPS jamming detection
capability ON does consume slightly more battery power than with it off. Thus, if you are not
interested in jamming detection, the area you are monitoring has excessive spurrious jamming
signals (causing false alarms), or you just want to get as much battery performance as
possible, we suggest leaving it off.

Power Settings —>

— Location Check
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Power Settings

The power settings function provides power settin
you with a method to conserve battery ¥/ Sleep on No Motion
power by toggling the device between If the device detects no motion for:

full functionality when no motion is
detected, or to put it to sleep.

300 seconds

, then tell device to sleep for:

Beneath this toggle feature, you can set intervals in which B0

ol minutes
to put the device to sleep. This includes how long of a
period of time (measured in seconds) that the device

remains motionless before it is put to sleep, and how long that sleep period is (measured in minutes).
* When in sleep mode, the device operates in a very low power state without any reporting or alarm/

location checking
» The device will wake up immediately and start reporting if it is moved during the sleep period.

There are other methods to consider as well when trying to conserve battery power.

Configuring your Device (Video) —>

— GPS Jamming
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Configuring your Device (Video)

Rules —>
— Power Settings
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Rules

If you want to be notified the instant any measured parameter on your
device (such as temperature or battery level) goes outside of acceptable
limits, the Rules function is where you start.

view by: I - I I B ... I I '._..:_. hm e I | | I . I

Rules are configurable thresholds that apply to a set of measured variables for a specific device. These
variables include temperature, relative humidity, battery level, and orientation and are dependent on what
type of device you are using (i.e. not all devices measure the same parameters). Once the thresholds are
set, they determine under what conditions automatic email or text alerts are sent.

Note that simply setting Rules does not ensure that you will receive Automatic notifications.
You also have to configure your email and text alerts (refer to Settings>Notifications), and you
also have to configure how often you want your device to poll data (see Configuration and
Alarm Check).

To set up Rules for your device:

1. From the Device Details screen, click on the “Rules” button in the upper right-hand corner of the
screen. The Rules page will load.

2. From the Rules page, you can set the rules for when alarms are sent about the device functionality.
Battery, humidity, temperature, pressure, light, and tilt are some of the metrics available for which
rules can be set. Each of these metrics is set to alert the user when the data received falls below the
set threshold. Each threshold is set by utilizing a slide-bar located directly beneath the metric name.
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Device Details X - 1 B Get Password

MDN: 99499998899, DEVICE IDENTIFIER: 99000299999997, W W ' Configuration
DEVICE TYPE: PT300D

View by:

Send to Device

battery o

When battery remaining percentage is 20 %, an alarm will be sent.

humidity o

When humidity falls below 25 %, or is greater than 90 %, alarms will be sent.

temperature .-

When temperature falls below 32 ©, or is greater than 55 °, alarms will be sent.

p reSS U re 30000 - 130000 Pa

Disabled

||ght 0 - 100%

Disabled

ti |t 1-180°

When the device is rotated more than 45 °, an alarm will be sent.

—
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3. To save any changes, scroll back up to the top of the screen and click the “Send to Device” button in
the upper right-hand corner.

Setting Rules Demo (Video) —>

— Configuring your Device (Video)
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Setting Rules Demo (Video)

The following demo video shows an example of how to set up alarm
notifications using Rules.

Reports —>
— Rules
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Reports

You can create, view, and export (in comma separated .CSV
format) a tabular time-based report of historical device data for use with
any spreadsheet or database program.

For each data point, the report includes time and date, latitude and longitude (Lat/Lng) points, nearest
known address to the Lat/Lng points (obtained from a 3rd party server), and entries for the sensor data
associated with your device (e.g. temperature, relative humidity, pressure, battery level, etc.)

1. To load the Reports page, go to Device> [Choose Device] > Reports. The following page will load:

e (14 i il Delete et Passwon 2 Locate Now
# Devices @ Device Details @ Get P, d | < Locate N

Q@ My Geo-Fences

o

MDN: 99499998899, DEVICE IDENTIFIER: 9900029999997, DEVICE TYPE: PT300D G Lve § History § Configuration § Rules

/' Add a Device

& Settings

8 ©
Configure your report from the sidebar on the beft.
End
.30y
8 @

2. As prompted on the screen, use the sidebar on the left of the screen to set the start and end time and
date parameters for the report. Click the “Update” button when the parameters are set.
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3. This will generate a report based on the information gathered within the parameters set in the sidebar.

# Devices Device Details x [ i Gez Password ] S Locate Now I

Q@ My Geo-Fences

MDMN; , DEVICE . DEVICE TYPE: PT3000 AL L f History § Corg

/' Add a Device
© Sertings Show 10
Search:

Date/Time Lat Lng Address Batery  Signal Tile Temperature Humidity  Pressure Light IR Light GPS Jam

8 %9 48 101162

&0 &7 3 82 a8

74534 2008676 9534557

Sample Device Report

4. At the top of the report you are given an option to show between 10 and 100 result entries per screen.
As soon as you select the number of entries, the report will be updated.

5. There is also a direct search function for the user to narrow the list using keywords, such as for
location, or for events like GPS jamming alerts.

6. To export the report, click on the “Export” button in the upper right-hand corner of the screen.

7. The following message will display, prompting the user to check the inbox for the email registered with
the Sendum account for a link to view the report.

report. A link will appear in your inbox when completed.

8. Once the report has been exported, the following confirmation message will be displayed on-screen.
This message also contains a link to view the report. The user is able to print the report from either
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the email link or the direct link in Findum.

Exporting complete! http:/fsendum.s3.amazonaws.com/com.sendum/8508a620be2adc5caa634a%a3f476076. csv

show| 10 ¥ |entries
Search:
Date/Time Lat Lng Address Battery Signal Tilt Terr

Creating Device Reports (Video) —>

— Setting Rules Demo (Video)
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Creating Device Reports (Video)

Here is a short demo on how to create a report of your device’s data over
a time frame you specify.

Exploring the Device Details Page —>
— Reports
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Exploring the Device Details Page

Here are the main sections of the Device Details page. Click on the
numbered links below for more information.

LU @ Get Password | S Locats tow

temperature

65 % 93594 Pa. 0% 0% - %

- W

SECFENCE Tent £ July 20, 2074 0E:13:14 PR 2
GIOFENCETentry / July 20, 2014 CRST: 10 P =

HIGHTILT 7 jully 20, 2014 03:12:23 P i

The different parts of the Device Details screen

Section Description
1 Main Menu

Geo-Fence Show/Hide

Legend. Device Details Live View

Top Header Menu

View By Menu
Map Window

Sensor Window

o N o o A~ W N

Sensor Buttons
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9 Alarm Notifications

Main Menu —>

— Creating Device Reports (Video)
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Main Menu

Please refer to the description of the main menu here.
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Geo-Fence Show/Hide

On the left side of the Device Details
Live View is a toggle switch for
displaying your Geo-Fences (if you have
any) on the map.

View current Geo-Fence boundaries

for device on the map.

a| B
wH 10
R

R

If you have already set up one or more geo-fences, you
can use the Show or Hide control to display these on the map. If you don’t have any geo-fences saved, this
control will not affect anything.

A Devices a8 Device Details If

Q My GesFences 2]

you
# AodaDevice y
l % don’t
© Settings chmwflmnnmms s v 1 et 3410
see
View current Geo-Fence boundaries a ny
for device an the map.
geo-

Legend

The last 100 reported sensor points

are shown on the chart

GPS error i5 represented by an
opaque gray circle, rendered In

meters

Open in Satelline View

23.6C - 95 dBm 100 % 100597 Pa.

Device Details screen showing Geo-fences on map

fences when you click Show:

1. First, ensure you do indeed have geo-fences, and know where they are, by going to My Geo-Fences

2. Make sure the Show button is indeed clicked (it will be a lighter color than the Hide button)
3. Your geo-fences may not be in the default zoom level of the map. Zoom out on the map until you see
your geo-fences.
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See Also: Geo-Fence Circles

Legend, Device Details Live View —>

— Main Menu
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Legend, Device Details Live View

On the left side of the Device Details Live view screen is a legend that provides Legend
information on the graph and the map sections. For information on these, please

The last 100 reported sensor points
are shown on the chart.

click the links below:

GPS error is represented by an
opaque gray circle, rendered in

» Sensor Points meters.
 GPS Error
* Geo-Fence Circles

Sensor Points —>
— Geo-Fence Show/Hide

Geo-Fences are reprasented by

opague red circles.
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Sensor Points

GPS Error —>
— Legend. Device Details Live View
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GPS Error

GPS technology is subject to error and the magnitude of this error is
dynamic depending on the environment, the location, and the position of
satellites.

Findum calculates the degree of error at any given point and shows this graphically with an opaque grey
circle. If you don’t see a grey circle on your map, try refreshing your browser page.

For more information, see Location Accuracy.

Geo-Fence Circles —>

— Sensor Points
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Geo-Fence Circles
As the legend states, geo-fences are represented on the map with opaque red circles.

To see your geo-fences on your device map:

1. First, ensure you do indeed have geo-fences, and know where they are, by going to My Geo-Fences
2. Make sure the Geo-Fence Boundaries Show button is clicked (it will be a lighter color than the Hide

button)
3. Zoom out on the map until you see your geo-fences

Top Header Menu —>
— GPS Error
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Top Header Menu

Device Details (X o] @ Get Password

Refer to the following links for information on the top header menu
choices:

* Delete Button

+ Get Password

+ Locate Now

» Device Name Tag

Delete Button —>

— Geo-Fence Circles
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Delete Button

Device Details | ® . B Get Password

The Delete button in the Device Details screen allows you to remove a
device from your Findum account.

Once you click Delete, you will be asked to confirm the deletion. Click Yes, to remove the currently active
device from your Findum account. Otherwise, click No to return to the Device Details screen.

Are you sure you want to delete this device?

If you plan to use the device in another Findum account, it's a good idea to note down the
Device password of the device you are deleting. Once you remove it from your Findum
account, you won’t be able to retrieve the password from within your account.

Get Password —>

— Top Header Menu
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Get Password

Device Details m & Get Password [|)© Locate Now

The Get Password function allows you to display the device password
associated with your currently viewed device in Findum.

When you click Get Password, your device password will be displayed in the Header bar.

Password: 9999959599

Click OK to hide the device password and return to the regular Device Details screen.

Knowing your device’s password is essential if you have any plans to add this device to
another account.

Locate Now —>

— Delete Button
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Locate Now

Device Details E B Get Password | :

The Locate Now button acts as an instantaneous query option,
commanding the device to report to Findum whatever data it currently
has within each metric (i.e. location data and sensor report data).

You can use Locate Now button when you want to get updated data (e.g. location, temperature, battery
level, etc.) without having to wait for the next scheduled query.

Note the Locate Now function will adhere to the Location settings you have configured on the Device >
Configuration page. Depending on these settings and the environment that the device is in, it may take up to

a minute to update this data. While it is waiting for a response, Findum will display a countdown timer.

Device Details cooc | @ Get Password ] i< Locate Mow-57

Once Findum connects with the device, all of the updated data will be displayed or otherwise made
available.

If, after one minute, no response is received from the device, a warning notification will be displayed
informing you that the device has not acknowledged the Locate Now command. If this happens, it's possible
that the device may be out of cell coverage or that the device battery may have drained down too low.

Note also that every

time you use the
Locate Now function, it draws extra power from the device battery. So you want to use it
judiciously and with purpose.

Device Name Tag —>

— Get Password
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Device Name Tag

The Device Name Tag provides you with a way to meaningfully name and
identify your devices in Findum.

To use this function:

Click on the header over top of the text “Device Details”. The tag field displays where you can enter a device
name.

Devicwetails b o= | i Get Password

Enter the name you want for your device and click Save.

Header will now display the new Device name in the Device Details pages as well as the Dashboard View

by Cards page.

Device Details John's Device m B Get Password

View By Menu —>

— Locate Now
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View By Menu
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Map Window

The Map Window is a section of the Device Details screen that shows a
map that pinpoints the last reported location of the device.

You can zoom in or out on the map by using the “+” or “-” buttons in the top left corner. You can also display

a satellite image of the map by clicking the Open in Satellite View link.

Open in Satellite View —>

— View By Menu
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Open in Satellite View

You can view your maps in an aerial
photograph format by clicking the Open
in Satellite View link below your map.

July 16, 2014 10:25:14 A

When you click this link, a new Google Maps window will
open that matches the area shown on the standard map.

Sensor Window (Graph) —>

— Map Window
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Sensor Window (Graph)

temperature =S

Degrees C
(%5}
(]
[ ]

20:00 00:00 04:00 08:00 12:00 16:00
21. Jul

Timezone: GMT

| - temperature |

A Typical Sensor Window (Temperature Graph)

Sensor Buttons —>

— Open in Satellite View
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Sensor Buttons

The Sensor Buttons section on the Device Details screen allows you to
choose what data you want graphed in the Sensor Window.

20.9C -77 dBm 63 % 93832 Pa.

7:11 AM July1.201409:57:11 AM

71 AM July 21,2011 09:5

July 21,2074 05:57:11 AM July 21,2014

16 % 6% % 10

_uly 21,2074 05:57:11 AM July 21,2014 09:57:11 AM July 21, 2014 09:57:11 AM

0 3897 mV
- oltage

09:57:11 AM ___July 21,2014 03:57:11 AM_

Example set of Sensor Buttons

To use the Sensor buttons, just click on the desired one and the graph in the Sensor Window will be

automatically changed and updated.

Alarm Notifications —>
— Sensor Window (Graph)
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Alarm Notifications

Alarm Notifications applicable to a device are shown below the Map and
Sensor Windows on the Device Details screen.

A Do {14]
9 MyGeeTences =]
7 Add s Dvice

© Sextingy

2.7 C - 89 dBm 65 % 93594 Pa. 0% 0% - %

3916 mv ' @' '

ceore £July 20, 2014 CRST10PM

GHTILT 7 july 20, 2014051223 P

e

Device Details Screen with Alarm Notifications Displayed
To acknowledge and clear an alarm notification, click the X to the right of the alarm data. Note that ANY

user with access to the device can clear an alarm. This alarm will then be cleared for ALL users with access
to that device.

Last update: 2014/12/12 10:21:57 Page 83 of 165



Findum User Guide - 1

Alarms
LOWTEMPERATURE / July 11, 2014 03:52:07 AM »
HIGHTEMPERATURE / July 16, 2014 01:28:02 FM b ]

Example Alarm Notifications

For important information on alarms and how to use them, please refer to Alarms.

My Geo-Fences —>

— Sensor Buttons
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Findum User Guide - 1

This function allows you to create or
adjust geo-fences that can be used with
one or more devices.

Note that in the My Geo-Fences link (see image above)
there is an orange box with a number in it. This number

indicates the number of geo-fences currently set up in the
account.

* Your first Geo-Fence

» Creating a New Geo-Fence

Your first Geo-Fence —>

— Alarm Notifications
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Your first Geo-Fence

If you have don’t have any geo-fences set when you click My Geo-Fences,

Findum will prompt you to create some with the following on-screen
message:

 Devices [ My Geo-Fences

My Geo-Fences

# Add a Device

£ Settings

0

Device(s) in

alarm.

0

Alarm(s) in

total.

To create a new geo-fence, follow these instructions.

Creating a New Geo-Fence —>
— My Geo-Fences
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Creating a New Geo-Fence

You can create a new geo-fence by going to My Geo-Fences, i
then clicking the New button in the upper left hand corner of the
screen.

1. A map screen will be displayed that should default to the area where you currently are (see below).
2. With the hand cursor displayed, click and drag the map

using your mouse to navigate to any location on the map.

:
g'I—Zoom buttons

+
You can also use the + or — zoom buttons in the upper left —

of the map to zoom in or out. e :
10f - Geo-fence icon
|

(
- .

3. To save time, you can also just enter a specific address in
the field above the map, which will then automatically
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navigate to that area.

My Geo-Fences

Goto an address: | 4500 Beedie Street, Burnaby, BC

Select the Geofence icon underneath the zoom buttons to draw your Geofence.
e

)
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1+ Alert on Entry

¥ Alert on Exit

The Geo-Fence map screen

4. Once you know where you want your geo-fence, click the geo-fence icon beneath the zoom

buttons.This activates the geo-fence location function and makes the cursor become a cross-hair.

5. Move your mouse to the center of where you want your geo-fence to be, then click.
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6. Move your mouse again to adjust the size of your geo-fence circle. When you are happy with it, click
again to set it.

Go to an address: | |

Select the Geofence icon underneath the zoom buttons to draw your Geofence.

Alert on Entry

¥ Alert on Exit

Setting the size of a Geo-Fence
7. Review and/or set the Alert conditions boxes in the lower left of your screen. There are two possible
alert conditions to be set, Alert on Entry and Alert on Exit. At least one of these need to be checked
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before continuing.

i
-q:ﬁi*-i ;
E
rlir

Alert on Entry

Alert on Exit

8. Click the Next button in the upper right corner of the screen to proceed.
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9. A listing of all of your devices will be displayed. From here, you will be able to assign registered
devices on the account to the newly created geo-fence.

My Geo-Fences

Assign your Geofence to devices.

X assign Al

Device Name

09539950 o
555955159907295 o
05559091 5980459 o
0999099598059 b 4
9995915930799 o
99599519980799 o
095995995 x
09959999E o

You must give your Geo-Fence grouping a name. You can break the rule apart for specific devices later.

JLE'“J Cancel

10. At the top of the screen you are given the option to assign all your devices to the new geo-fence by
clicking on the “Assign all” button. Clicking the button again will deselect all devices.
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11. In the middle of the screen the individual device(s) in your account are displayed,

listed by their device identifiers. You can manually select which devices to assign to =
the geo-fence by clicking on the black “X” on the device line. Once selected, the “X”
will become a checkmark, signifying that the device is currently selected to be included 4
within the geo-fence. Note that it is best to only choose the devices that will actually
use the geo-fence to prevent unneeded network connections. il
12. To remove a device from the geo-fence list, simply click on the checkmark, and a black
»

“X’ will reappear on the line.

13. Once you have selected the devices to assign to your geo-fence, you must give your
geo-fence a name. For this, use the field at the bottom left of your screen. A descriptive name is best
so that if you want to edit it later, you can easily find it.

14. After you have chosen a name for your geo-fence, click on the Save button on the right side of your
screen.

15. Findum will now send the information for the new geo-fence to the associated device(s), and the
following screen will be displayed until the information has been received.

My Geo-Fences

We're sending some information to the device(s), please wait 8 moment... 2
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16. Once the information has been received by the device(s), Findum will display the geo-fence listings.

My Geo-Fences

Mame
Denver - » - G
Seattle 'S A

17. Each geo-fence is displayed on its own line with an option to delete the geo-fence by clicking on the
black “X” inside the orange box on the right side of the screen, as well as an edit option (the pen and
paper icon to the right of the X) to re-calibrate the settings of the geo-fence.

Creating a Geo-fence

Add a Device —>
— Your first Geo-Fence
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Add a Device

When you click the Add a Device link (or log into a new account for the
first time), you will arrive at the Register New Device page where you will
be able to enter information that adds a device to your Findum account.

A Devices o] Register New Device
o]

Q My Geo-Fences

Add a Device

& Settings @% Turn on the device(s).

The LEDs should be on.

Cancel

Please refer to the article entitled Adding Devices to your Findum Account in the Getting Started section.

Note the Register New Device page is the default landing page when you log into a Findum
account that has no devices registered in it.

Settings —>
— Creating a New Geo-Fence
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Settings

The Settings page is a section where A Devices B
you can configure global changes to
your Findum account, including setting
up SMS Text and Email notifications, # Add a Device

setting the Timezone for notifications ]

and graphs, and setting the scale used

on Temperature graphs.

@ My Geo-Fences B

To navigate to the Settings page, select “Settings” from Findum’s main menu in the upper left-hand corner.

Last update: 2014/12/12 10:21:57 Page 95 of 165



® notifications

#| Send E-mail

[
E-mail: john@test.com ‘

¥ send sMs

MOBILE & 51555-1 231234 ‘

Receive e-mails and/or text messages when devices alarm. *Standard SM5 rates apply

® timezone selection

GMT July 15, 2014 22:13:08 v

©® temperature

Celsius A

The Settings Page

information on each of the options for this page, refer to the links below:

Related Links

» Notifications
+ Timezone Selection

 Temperature Scale

Notifications —>
— Add a Device
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Cancel
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Notifications

notifications

You can enter an email address and

telephone number as a destination for i
alarm notifications by using the -
Settings > Notifications function. M

Receive e-mails and/or text messages when devices alarm. *Standard SMS rates apply
After completing making changes to the Settings page,
remember to click the Save button to save your changes and send them to your device.

Alarm notifications are generated when sensors exceed the thresholds set using the Rules function — or
when geo-fence boundaries are crossed. These will then get sent to the locations you specify here. Note
that you may incur extra charges for SMS text messages.

Note that at this time only a single email address can be entered for notifications. If you require
multiple people to be alerted, this is possible by asking your email administrator to set up an
email alias that distributes to your email address and as many others as you want. That way,
when an alarm is generated, the notification will simultaneously get delivered to all the parties
that are required.

Timezone Selection —>
— Settings
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Timezone Selection

You can set your desired timezone d timezone selection

selection by using the Settings > O duy 1, 2018 155005 .
Timezone selection drop down box.

The timezone you choose here will be reflected on all time displays associated with your Findum account,
including graphs, time-and-date stamps, and alarm notifications.

To select a time zone using the list, choose the name of the city nearest to your location or that you know
shares the same time zone.

After completing making changes to the Settings page, remember to click the Save button to save your
changes and send them to your device.

Temperature Scale —>

— Notifications
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Temperature Scale

You can set the scaling of displayed C@ te M p = rat ure

temperature readings and graph data by

clicking the drop-down box and | Ea'r"e'"‘-ﬂfl J
selecting either Celsius or Fahrenheit
(degrees).

The chosen scale will apply to all devices in your account as well as all views including the Dashboard
(View by Card) and Device Details (Live View, Rules, and Reports).

After completing making changes to the Settings page, remember to click the Save button to save your
changes and send them to your device.

Language —>
— Timezone Selection
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Language

You can change the language for the Findum interface using the
Languages drop-down box.

To change the language of your interface, including the
language used on text and email alerts, select the o |
language from the drop-down box, then click the Save a n g U a ge

button at the upper right.

Entering Account Settings (Video) —>

— Temperature Scale En?hsh

Espariol v
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Entering Account Settings (Video)
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Topical References

This section covers various topics important to the operation of your tracking and monitoring devices.

Account (Airtime / Data Plans) —>

— Entering Account Settings (Video)
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Account (Airtime / Data Plans)

Before you can start using your tracking device, you’ll need to have an
M2M (Machine-to-Machine) airtime account set up with your Wireless
Service Provider. If you have multiple devices, you’ll need to have an
airtime account for each device.

In order to do this, you’ll need to:

» provide them with each device’s Device Indentifier

* request an SMS package (SMS is the method the device uses to communicate data to the server; it
stands for “Short Message Service”)

* request a data plan and specify the type of data account plan you need. The most commonly
requested plans are 1MB, 5MB and 10MB.

As a rough guide, a 5 MB data plan (the most popular choice to start out) could handle approximately 5,000
messages per month. A message could include a location request, a sensor report, or an alarm notification.
A 1 MB data plan would cover roughly 1,000 messages and a 10 MB plan about 10,000 messages.

So how many messages per month apply to a particular application? That depends on how frequently
you want your devices to communicate. If you are only interested in communicating with a device a couple
of times a day, choose the 1 MB data plan. If your needs are more intensive, say getting location fixes and
sensor reports every 15 minutes, shoot for a larger data plan. You can always adjust your plan later based
on your actual usage.

Choosing a data plan that’s smaller than what your needs actually are can be costly, as you
may incur overages. Consequently, choosing a plan on the high side is a good idea when you
are starting out.

Related Links:

Understanding Data Usage

Minimizing Data Connection Charges




Findum User Guide - 1

Understanding Data Usage —>

— Topical References
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Understanding Data Usage

Here are some considerations regarding data usage that are important to
know in order to minimize costs:

+ A typical status report with GPS location message sent from a device to Findum is roughly 1KB (note
that on some carriers the minimum billing charge is 10KB).

+ The amount of data you consume through text messages depends on a number of factors. How tightly
you set alarm conditions (i.e. Rules and Geo-Fences). How quickly you clear alarms. How many

devices you are tracking and monitoring.
+ The amount of data consumed through Locate events and Sensor Reports depends greatly on the
intervals that you set up in the Device Configuration. The more frequent the interval, the greater the

data usage.

+ Some wireless service providers gauge data usage based on the actual size of messages sent. For
example, if a message is 782 Bytes, that’'s what applies to your account. Other carriers round up the
data usage to the next 1K increment. Still others round up to the next 10K increment. Knowing the
policy of your provider will help you gauge what size of data account you will need.

* A Sensor Report typically uses about 10KB

* An Autonomous Locate uses zero data for the GPS fix but since a Sensor Report always
accompanies an Autonomous Locate, each Locate then uses 10KB

» The data usage for an Assisted Locate is quite variable. The first step in an Assisted Locate is to do a
“zero data” Autonomous Locate. If that is successful, then the only data usage is with the Sensor
Report which always accompanies an Assisted Locate. However, if the Autonomous Locate step is
not successful, then Findum tries an Assisted Locate which will involve connecting to one or more
networks. This can vary from 1KB to 10KB of data.

Related Information

» Setting up an Airtime Account
« SMS Texts
» Sensor Reports Data

» Assisted Locates Data

 How Carriers Charge for Data

SMS Texts —>
— Account (Airtime / Data Plans)
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SMS Texts

The primary source of data usage (in regards to your Carrier account) in
the Findum system is with the SMS text communications that Findum
uses to send sensor reports, locations fixes, and sensor and geo-fence
alarms. Here are some considerations to keep in mind.

The amount of data you consume through text messages depends on a number of factors:
* The size of each text. A typical SMS text message sent from Findum is roughly 1KB (1,000 Bytes).

* How tightly you set alarm conditions (i.e. Rules and Geo-Fences) and how quickly you clear or

otherwise resolve those alarms.

* How your Carrier calculates SMS text data usage.

Sensor Reports Data —>

— Understanding Data Usage
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Sensor Reports Data

Each time a device sends a Sensor Report, there is data that is
consumed.

Assisted Locates Data —>
— SMS Texts

Last update: 2014/12/12 10:21:57 Page 107 of 165



Findum User Guide - 1

Assisted Locates Data

The amount of data consumed for Assisted Locates depends on the
environment that a device may be in.

+ If the device is in a GPS impaired environment, it may take longer for your device to get a location fix
and this can involve data usage with one or more networks.

+ If the device is in a good GPS environment, data usage will be minimized as location fixes are then
possible without network connections.

How Carriers Charge for Data —>

— Sensor Reports Data
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How Carriers Charge for Data

Knowing how much data capacity you will need for your account with
your Wireless Service Provider depends on a number of factors, not the
least of which is how the Carriers actually charge for data and SMS text
messages.

Some providers gauge data usage based on the actual size of messages sent. For example, if a message is
782 Bytes, that’s what applies to your account.

Other carriers round up the data usage to the next 1K increment. Still others round up to the next 10K
increment.

Every time you configure (or reconfigure) your device or request a locate now, a SMS message is sent to
the device. Also, every time your device reports its location and/or sensors, it reports using a data plan.

Understanding the billing policy of your wireless service provider in how they bill for data usage and SMS
text messages will help you determine what size of data and SMS plan you will need to prevent overage
charges.

Minimizing Data Connection Charges —>

— Assisted Locates Data
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Minimizing Data Connection Charges

The amount you pay for data connection charges with your wireless
service provider can vary depending on how you set up Findum to work
with your devices.

Every time your device communicates with the wireless network, it consumes data. Consequently, if you can
minimize the number of times communication is required, you can reduce your data connection charges.
This can allow you to use a smaller data plan as well as to avoid or minimize overage charges.

Here are some data-saving strategies:

* Minimize the frequency of Location Fixes or Sensor Reports. Each of these can consume around

10KB of data. If getting a Location or Sensor Report twice a day is sufficient, then that will use
considerably less data than if you set it for once an hour.

* A key data saving strategy is to use the Sendum system’s alarm reporting features so that reports

don’t have to be sent on a set schedule (say, every 15 minutes). Instead a report would be sent only
when there is an exception — which may be very rarely (e.g. when something goes out of temperature
range or the device goes outside geo-fence parameters). Note that for location tracking, avoiding
network transmissions may not always be possible because if the signal is impaired it has to go back
to the server which requires a transmission. But for unimpaired location signals, there is no need to
transmit to the server.

» For location tracking, if the device is not moving, then the Sendum system can be set to stop sending
reports or doing any transmission (i.e. Sleep Mode). This is a “no motion, do nothing” mode that saves
data and is ideally suited for location-only tracking. As an example, if a truck driver is driving down the
highway and pulls to a truck stop, the device will be powered off and stop reporting location. So the
client will know the last known location where the truck stopped. When the truck starts moving again,
then the radio will start up again and start reporting.

* On an airplane, Sendum PT300’s will always attempt to power off and put the radio into airplane
mode. Although the primary purpose of this is to save power, it, of course, also saves data. The
battery will continue to be used to periodically check sensors and, in addition, to power up the system
regularly to check if there is a network available. If there is no network available, the system will
remain in power-saving airplane mode.
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Accounts (Findum) —>

— How Carriers Charge for Data
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Accounts (Findum)

+ Setting up an online account in Findum is necessary in order to access the data provided by Sendum
devices.

* An account is specific to a single email address.

* One account can access an unlimited number of Sendum devices.

+ Sendum devices can be accessed by multiple Findum accounts.

+ If you forgot your Findum account password, you can still log in if you know the email address with
which the original account was set up (see Forgot your Password?)

 If you forgot the email address that your original account was created under, you will have to revisit

your original order information. Or failing that, contact Sendum Support.

Alarms —>
— Minimizing Data Connection Charges



http://sendum.com/support

Alarms

One of the key features with the Sendum system (and Findum software)
is the ability to create alarms that alert you instantly (through email or
SMS text) when certain conditions or thresholds are met.

For example, you can set up temperature alarms that indicate problems with refrigeration or heating
systems, humidity alarms that indicate moisture problems, battery alarms that let you know how long your
battery-operated device will last, or Geo-Fence alarms that alert you to shipments that have gone off track
(or arrived at their destination). Alarms are available for all measured parameters on Sendum devices and
can be a very useful way to keep current on all aspects of your monitored asset. And to save you time from
having to login and check conditions manually.

There are two main functions that generate alarms.

1. Sensors: The measured parameters for your devices (e.g. temperature, relative humidity, battery
level, etc.) The thresholds for these alarms are set through Rules. When device measurement
exceeds or falls below set rules, alarms will be generated.

2. Location: When you create Geo-Fences (or virtual geographic boundaries), alarms can be created
when a device crosses these boundaries.

The key to creating alarms is to be careful. You want to make sure the alarm notification is
useful and not frivolous. If you set the alarm parameters too tightly, you risk getting alarms too
frequently which might lead to ignoring important ones later on. In contrast, setting alarms too
loosely can lead you to miss important events.

Key Considerations

The following are important notes and considerations about how Alarms in Findum work:

+ Alarms are managed at the DEVICE level (Device Details > Rules, and Device Details >
Configuration)

» ANY user with access to the device can clear an alarm. This alarm will then be cleared for ALL users
with access to that device. Consequently, it is important to restrict device access to users who
understand the significance of clearing alarms.



* A TRIANGLE icon on a Dashboard card indicates the device has an uncleared alarm.

+ If a device has an uncleared alarm condition, and another alarm of that type (e.g.
HIGHTEMPERATURE) is triggered, NO notifications will be sent to the users having access to that
device via text and/or email.

« If a NEW alarm condition is triggered (e.g. LOWBATTERY), then notifications will be sent to ALL
users with access to that device via text and/or email.

Setting up Alarms

1. Rules. Set your sensor thresholds using the Rules function.

2. Geo-Fences. Set geo-fences that trigger alarms when a device crosses the defined boundaries.

3. Notifications When alarms are triggered, it is essential to define a location to send the alarm
notifications. You can do this through the Settings > Notifications function. The data you enter here
will apply to all notifications in your account, and for all alarms and devices. If no entries are made
here, you won’t receive any alarm notifications!

4. Alarm Check. You can set how frequently your device checks internally for alarm conditions by going
to Device Details > [Device] > Configuration > Alarm Check. The setting you make here will apply only
to the device you are entering it for.

Conserving Battery Power —>

— Accounts (Findum)




Conserving Battery Power

As some Sendum devices rely entirely on battery power, it is important to
be aware of different settings in Findum that affect battery life.

These include:

How frequently you have configured Findum to perform location fixes. This represents the greatest
draw on battery power.

. Whether your device uses the Autonomous Location or Assisted Location settings. The Autonomous

setting does not use the cellular network and thus is a lower power option if it is suitable for your
application.
How you have configured the Power Settings function.

How frequently the device checks for internal alarms.
How frequently alarm conditions occur (a function of how tightly you have set Rules or Geo-Fences as

well as the environment the device is in).
How often you use the Locate Now button.

Battery Saving Tips

1.

Keep the location fix interval to the minimum level that your application demands. As an analogy,
performing a location fix is akin to talking on a mobile phone. A fully charged mobile phone on
standby will last a long time. But, talk on the phone and the battery drains quickly. The more you talk,
the shorter the battery life. The more you do locates, the shorter the battery life.

Consider relying on internal Alarm and Location Checks as a way of decreasing the frequency of your
Autonomous Location, Assisted Location, or Sensor Reports frequencies. This will provide you a way
of monitoring on an exception basis rather than simply taking frequent regular readings.

If your application involves a device that consistently will have a clear line of sight to GPS satellites,
set the device to use the low power Autonomous Location setting instead of Assisted.

Power Management Strategies —>

— Alarms



Power Management Strategies

Battery consumption is largely a factor of how often communication to
and from the device is set to happen, which is all configurable. The
battery is consumed any time the device transmits. Consequently, any
time a message transmission can be avoided, battery power is saved.

* On an airplane, Sendum PT300’s will always attempt to power off and put the radio into airplane
mode. The primary purpose of this is to save power. The battery will continue to be used to
periodically check sensors and, in addition, to power up the system regularly to check if there is a
network available. If there is no network available, the system will remain in power-saving airplane
mode.

» For location tracking, if the device is not moving, then the Sendum system can be set to stop sending
reports or doing any transmission. This is a “no motion, do nothing” mode that saves battery and is
ideally suited for location-only tracking. As an example, if a truck driver is driving down the highway
and pulls to a truck stop, the device will be powered off and stop reporting location. So the client will
know the last known location where the truck stopped. When the truck starts moving again, then the
radio will start up again and start reporting.

* A key battery saving strategy is to use the Sendum system’s alarm reporting features so that reports
don’t have to be sent on a set schedule (say, every 15 minutes). Instead a report would be sent only
when there is an exception — which may be very rarely (e.g. when something goes out of temperature
range or the device goes outside geo-fence parameters). Note that for location tracking, avoiding
network transmissions may not always be possible because if the signal is impaired it has to go back
to the server which requires a transmission. But for unimpaired location signals, there is no need to
transmit to the server.

Typical Battery Life —>

— Conserving Battery Power




Typical Battery Life

So how long will my device’s battery last? It depends on a number of
variables but here is an example:

For a PT300 (with a 3,760 mAh battery), you can expect 21 day battery life based on:

+ The device is in average-to-good cellular coverage. (Poor cellular coverage causes the device to have
to work harder to get a transmit data or get a location fix).

* The device is on 24 hours per day.

+ Sensors (temperature, humidity, etc.) are polled internally every 30 seconds (but not transmitted).

* Location and status messages are transmitted every two hours.

+ The device is operated in non-freezing temperature conditions. Batteries typically function best at
room temperature, and any deviation towards hot and cold changes the performance and/or longevity.

If you are using a PT300 with an Accessory Pack that allows the use of the 10,000 mAh external battery,
your expected battery life with the same conditions as the above, will be over 60 days.

If you are primarily interested in location tracking only, you can set your device in Deep Sleep Mode which

allows for much longer battery life.

Assuming one location fix every (days): 100% 75% 50%

1 7.7 months 5 months 3.8 months
2 1.2 years 11.2 months 7.6 months
3 1.8 years 1.4 years 11.5 months
4 2.5 years 1.8 years 1.2 years

5 3.1 years 2.3 years 1.5 years

7 4.4 years 3.3 years 2.2 years
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Device Identifier

The Device Identifier (“Device ID”) is a device-specific serial number
found on the back of your Sendum-purchased device. It is also displayed
in Findum when viewing a device’s Device Details page.

The Device ID is an essential piece of information that is required in order to set up an airtime account with

your Wireless Service Provider. It is also used automatically when you provision your device and for adding

your device(s) to your Findum account.

Note that “Device Identifier” is a generic term — other terms that mean the same thing include
ESN (Electronic Serial Number), IMEI (International Mobile Station Equipment Identity), and
MEID (Mobile Equipment Identifier).

Finding your Device Identifier

Device Details

MDN: Oﬂﬂﬂﬂﬂﬁmln(i DEVICE IDENTIFIER: Banﬂozmuoﬁﬂnﬂ‘l)mci TYPE: PT300D

{3

Viewing the Device Identifier from the device's Device Details screen

Last update: 2014/12/12 10:21:57 Page 118 of 165



SENDUM WIRELESS CORP

PTmn o B | D
e, (PG} Geo-Fences —>

T _ — Typical Battery Life

00000008
HH it

SENDUM WIRELESS CORP

110w IIE’Ill

SIN GPI21211253232

Location of Device Identifier on Sendum PT300 Device

SENDUM WIRELESS copp

Model: GT300
a1y cnses



Findum User Guide - 1

Geo-Fences

A geo-fence is a virtual perimeter for a real-world geographic area.

For detailed information on geo-fences, follow the links below.

* A Primer on Geo-Fences

« How to Create a Geo-Fence

A Primer on Geo-Fences —>

— Device ldentifier
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A Primer on Geo-Fences

A geo-fence is a virtual perimeter for a real-world geographic area that
you can easily set up in Findum. When you create a geo-fence, an area of
interest is established that triggers the device to send an alert (via SMS
text and/or email) when it is moved out of, and back into, set boundaries
on the map. You can create unlimited geo-fences in Findum.

W Deess ) My Geo Fences - Beedied Streot

Why Geo- =N

F 7 , Add & Devce =0 o 20 adriss Mm :—#“'{‘?l
- O Semings
Salpan the CaoSndn 0N LAt T DOO DUTTOAT B drin your Giolenis
Geo-fences save time and , w 4 >
— ' i b ’
can significantly improve O L
your monitoring capabilities. T O

By utilizing geo-fences,
users can be far more “in
the know” about where their
assets are at any time —
without having to log in and
regularly check using the
Findum application.

How they
Work e

# Alert on Entry

. Alert o [xit

Geo-fencing allows users of

the system to easily draw boundaries around such areas as device routes and shipping destinations,
landmarks, red/safe zones, and secure regions. Once set up, when these geo-fences are crossed by the
Sendum device, a warning to the user or operator (via SMS or Email) can be sent.

Applications
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Geo-fencing has many practical uses. For example, shippers can set up alerts so that when a shipment
enters different waypoints or destinations, they, or their customers, can be instantly kept up-to-date. Or,
when monitoring a piece of valuable equipment, a geo-fence can provide an instant alert when the
equipment has been moved out the area it should be in (such as might happen in the event of a theft).

How to Create a Geo-Fence (Video) —>

— Geo-Fences
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How to Create a Geo-Fence (Video)

The following video provides a short tutorial on how to create a geo-fence
in Findum.

GPS Jamming Detection —>
— A Primer on Geo-Fences
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GPS Jamming Detection

GPS Jamming is considered a serious event and is often a strong
precursor to a crime being committed. Because of this, each Sendum
device has the capability to detect the presence of GPS Jamming and to
provide users with instant email and text notifications.

Sendum devices are designed to detect jamming signals from most commercially available GPS jammers. It
will also detect unintentional jammers that generate spurrious emissions (i.e. any radio frequency not
deliberately created or transmitted, especially from a device designed to create other frequencies) that
bleeds into the GPS frequencies. An example of a spurrious emission that Sendum has encountered in the
past has been a particular brand of door opener found in grocery stores. When a Sendum device is in close
proximity to such a device, this could trigger a GPS Jamming notification.

To use GPS Jamming detection for a specific device

Go to your Device Details page

Click Configuration at the upper right of the screen

Make sure the GPS Jamming checkbox is checked (enabled)
Click the Settings button in the upper left of your screen.

A

Under Notifications, make sure the Email and SMS text alert settings checkboxes are checked and
configured with the proper email and text values.

The problem of GPS Jamming

Jamming devices are radio frequency transmitters that overpower, block, jam, or otherwise interfere with
lawful authorized communications, such as cell phone calls, text messages, GPS systems, and Wi-Fi
networks. Because of their ability to disrupt critical communications, jammers are illegal to market, sell, or
use in most countries around the world. A single violation of the jamming prohibition can result in large
fines, seizure of the illegal device, and imprisonment.

Jammers work by emitting energy at the frequency it is trying to block in order to raise the noise floor above
the signal that is intended to be received. The signal is thus rendered unintelligible.



Findum User Guide - 1

GPS Jamming Alert —>
— How to Create a Geo-Fence (Video)
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GPS Jamming Alert

Here is a typical GPS jamming alert message:

GPSJAMMING triggered at 2014-01-28T11:21:17.000-05:00

The above alert indicates that the device has detected that something in the environment is interfering with
the GPS signal. In such an environment, most Autonomous Location fixes will fail. However, Assisted
Location fixes will still work.
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Location Accuracy

The following factors determine how accurate a location fix is using
Sendum devices:

* In an “Open Sky” environment, the location fix will be done via Autonomous fix and will be accurate
within ~25 meters 99% of the time.

* In a semi-impaired GPS environment, the location fix will done via an Autonomous fix using GPSXtra
data and will be accurate within 100-200m 75% of the time.

* In an impaired GPS environment, the location fix will be a Network Assisted fix (Assisted Location)
and will be accurate within 300m 99% of the time.

Location, Assisted —>
— GPS Jamming Alert
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Location, Assisted

Assisted Location enhances the performance of standard GPS (or
“Autonomous Location”) in devices connected to the cellular network.

You can set whether your device uses Assisted Location methods in Findum by going to Devices > [device]
> Configuration and then enabling the Assisted Location checkbox. For most applications, this is the
preferred setting that Sendum recommends.

Assisted Location improves the location performance of your device by helping make a fix when GPS
signals are weak or not available. GPS satellite signals may be impeded by tall buildings, and do not
penetrate building interiors well. Assisted Location uses proximity to cellular towers and networks to
calculate position when GPS signals are not available.

For those using battery powered devices, please keep in mind that Assisted Location fixes use more battery
power than the Autonomous method. In addition there may be a wireless data charge for this and potentially
server charges as well. That said, at the time of this writing, some wireless service providers (e.g. Verizon)
do not charge anything additional for assisted fixes.

When you choose the Assisted Location setting, here is the process the device will go through in performing
a Locate:

1. First, perform an Autonomous Locate

2. If unable to get a fix using Autonomous Locate, attempt an Assisted Locate
3. Depending on the device you are using, if unable to get a fix using Assisted Locate, the device may
finally attempt a Network / Wi-Fi locate

In contrast, if you choose the Autonomous Location setting, all that will be performed will be the
Autonomous Locate. In addition, when you choose the Assisted Location method, a Sensor Report will also
be transmitted at the same interval as Assisted Locate interval.

GPS. Unassisted —>
— Location Accuracy
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GPS, Unassisted

“Unassisted GPS” is a location method that receives signals via the GPS
satellite network only. It is the location method in Findum that is used
when the Autonomous Location setting is enabled. The Autonomous
Location method is the simplest and which consumes the least amount of
power and data usage.

This is in contrast to “Assisted Location” which involves cellular base stations and networks in order to

provide fixes in the absence of a clear line of sight between the device and the satellites — or where GPS is

otherwise impaired.

If you enable the Autonomous Location setting in Findum (with the Assisted Location and Sensor Reports

functions disabled) and set an interval, here’s what will happen:

1. An Autonomous Locate will be performed at the interval you specified.
2. A Sensor Report will be performed at the same interval as the Autonomous Locate above.
3. An Assisted Location process will NOT be performed.

The Autonomous Location method is best used when a clear path to GPS satellites is expected
throughout a tracking period or where the GPS signals are otherwise unimpaired.

MDN (Mobile Directory Number) —>
— Location, Assisted
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MDN (Mobile Directory Number)

Device Details

WEVICE IDENTIFIER: 0000000D, DEVICE TYPE: PT300

The actual phone number one would
dial to reach a specific mobile device.

It is the phone number associated with your airtime
account with your wireless service provider.

........................ July 16, 2014 01:28:02 PM

Passwords —> -
— GPS. Unassisted 8
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Passwords

There are two different types of passwords associated with the Findum
system.

Please click on the links below to learn more:

* Findum Account Password

« Device Password

Findum Account Password —>
— MDN (Mobile Directory Number)
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Findum Account Password

This is the password that allows you to log in to your Findum account.

If you forget it, you can always reset it to something else by using the Forgot your Password? link on the

Findum login screen.

The Findum account password needs to be at least six alphanumeric characters long.

Device Password —>

— Passwords
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Device Password

Each Sendum device has a password associated with it. This password is
provided by Sendum at the time of purchase and is required in order to
add devices to a Findum account.

The purpose of the password is to protect the information for a device and prevents others from accessing
that information from their own Findum account. Unless you don’t care about the confidentiality of your
device’s data, you should always make sure to protect your password and keep it private. For example, if
you write the password on the device itself, you are vulnerable to others viewing the data in their own

accounts.

If you previously added a device to your Findum account, but have then forgotten the device
password (as might be required to add the device to another account), you can always retrieve
it from within Findum using the Get Password function.

Device Details m & Get Password |) © Locate Now

Provisioning your Device(s) —>
— Findum Account Password
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Provisioning your Device(s)

Please refer to the documentation provided with your device that
provides instructions for provisioning.

Sensor Data —>
— Device Password
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Sensor Data

+ Battery Level
 GPS Jamming Detector

* Hobbs

* IR Light

* Light

» Relative Humidity

* Pressure

+ Temperature
- Tilt

+ Voltage

Battery Level —>

— Provisioning your Device(s)
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Battery Level

Most of the devices used with Findum have a battery on them, either as a
primary power source or as a backup. Each device is capable of gauging
the battery level and providing Findum with an estimation of the Battery
level.

The noted exception to this is the Accessory Pack which can only tell voltage.

[

=

battery

00 04:00 0800 12:00 16:00 20000
21 Jul
Timezone: Vancouver

| - battery |
Example Battery Level Graph for a Device
The battery level is shown as a percentage of full charge.

If your battery is allowed to run out, your device will either stop working or not provide the
backup it should. Consequently, we recommend setting up an alarm notification so you know
as early as possible when your battery is at risk of running out.
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GPS Jamming Detector —>

— Sensor Data
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GPS Jamming Detector

Sendum devices have the capability to detect and measure GPS Jamming
Signals.

To measure and record GPS Jamming detection you will need to turn it on for your device (see GPS

Jamming detection.)
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An example GPS Jamming Signal Graph (with no GPS Jamming detected)
Hobbs —>

— Battery Level
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Hobbs

Hobbs is an accumulative measure of how long a piece of equipment is
being used. It is a parameter that is measured and recorded with the
Sendum GT300 device. Another term for it is “Engine Hour Meter”.

Hobbs is often a measurement of how long the electrical power (or battery master switch) is “on”.

IR Light —>
— GPS Jamming Detector
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IR Light

Some devices are equipped with an Infrared Light Sensor that can
measure light radiating from objects in its field of view.

.

16:00 20:00 00:00 04:00 08:00 12:00 16:0
24 Jul

Timezone: Vancouver

| o ir |

Example Graph of Infrared Light
Infrared light sensing can be used, for example, to detect when packages are opened in the dark.
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Light
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Some devices have a light sensor that can sense changes in the light
levels visible to a device.

Light is measured in a percentage value where 0% represents total darkness and 100% represents a bright

sunny day.

20.0

10.0

-

0.0

12.00

light

16:00 20:00 00:00 04:00 08.00 12:00
24, ul

Timezone: Vancouver

| @ light |

An Example Graph of Light

Measuring light can be useful to determine such events as the opening of packages, crates, and containers.
Thus it can signify when a shipment has arrived, or possibly when a package has been compromised. You
may have to experiment with setting light values for your own applications however a common value for a

box partially open is 10%.

You can set a rule which will provide notification if the amount of light exceeds a certain percentage.
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||ght 0- 100%

When light level exceeds 50 %, an alarm will be sent.

. — :
L i )

Setting a Light Alarm using a Rule

Motion —>
— IR Light
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Motion

All Sendum devices contain a motion detector that can tell when an asset
is moving or stationary.

Motion detection is used as part of the devices’ power settings. This is particularly useful for location
tracking applications when you don’t want to use battery power to obtain location information when a device
is stationary for a lengthy period of time (such as at a truck stop).

Relative Humidity —>
— Light
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Relative Humidity

Some devices have an on-board relative humidity sensor.
Relative humidity is expressed as a ratio from 0 to 100%. It refers, in very simple terms, to how much

moisture is in the air compared to how much it could possibly hold at that temperature.

humidity

50.0

48.0

02:00 04:00 0&:00 0800 10:00 12:00
Timezone: Vancouver

| @ humidity |
Typical Relative Humidity Graph from a Device

Why Relative Humidity?

Relative humidity is an important parameter to measure for a broad range of applications. In particular, it
affects many properties of materials in contact with air. A great many transportation, manufacturing, storage,
and testing processes are humidity-critical. Humidity measurements are used wherever there is a need to
prevent condensation, corrosion, mold, warping, excessive drying, clumping of powders, or other spoilage of
products. This applies to such goods as foods, pharmaceuticals, chemicals, fuels, wood, paper, and many
others.
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Pressure (Barometric) —>

— Motion
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Pressure (Barometric)

Some devices contain an absolute pressure sensor that measures
barometric (or atmospheric) pressure in units of Pascals (Pa).

pressure =&
97000.0
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Timezone: Vancouver

| =@ pressure |

Typical Pressure Sensor Graph from a Device

» For most tracking applications, barometric pressure is useful as an indication of altitude.

» Device readings are typically derived from a temperature-compensated absolute piezoresistive
pressure sensor.

+ Temperature and humidity can affect barometric readings because they affect the density of the air.
Air density affects the weight of a given volume of air and thus the air pressure.

Barometric Pressure and Altitude

The following graph and chart provides a general guide to converting barometric pressure measurements to
altitude measurements (relative to sea level).
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Altitude and Pressure Graph
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30000 9144 30100
40000 12192 18700

Signal Strength Indicator —>

— Relative Humidity
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Signal Strength Indicator

The Signal parameter refers to the mobile phone signal received by the
device from the cellular network, measured in dBm (decibels per
milliwatt). This is also referred to as RSSI or “Received Signal Strength

Indication”.

The signal varies in strength as a result of a number of factors such as proximity to a tower, weather, and

obstructions such as hills, buildings, doors, and trees. In addition, you will likely encounter “dead zones”

where no reception can be obtained.
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Typical Signal Graph from a Device

Signal strengths for mobile networks are always negative dBm values, because the transmitted network is

not strong enough to give positive dBm values. Typical numbers and their meaning vary from network to
network but here are some common values and what they might mean in terms of device communications:
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Signal
Strength Description
(dBm)

Very poor coverage, almost non-existent. At this level, the battery drains quickly as the device
continually searches for a cell tower (more intensively at first, then tapering off).

-120
-105t0 -100 Poor but usable

-99 to -90 Not great, mostly OK

-89 to -80 OK, shouldn’t have any problems
-79 to -65 Good

Over -65 Very strong signal, excellent communications

Temperature (Device) —>

— Pressure (Barometric)
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Temperature (Device)

Most devices compatible with Findum have a temperature sensor on-

board. The device measures and reports ambient temperature with this
sensor.
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Example Temperature Graph from a Device Temperature Sensor
Tilt —>

— Signal Strength Indicator
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Findum User Guide - 1

Some devices have a tilt sensor that can help measure how an object or a
piece of equipment is oriented and handled.

Degrees

tilt = | X
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-25.
20:00 22:00 0000 02:00 04:00 0600
24 Jul

Timezone: Vancouver

| @ tilt |

An Example Graph of Tilt Conditions

Ensuring a product remains upright during transport is a typical application for the tilt sensor. For example,

some televisions can be damaged if shipped flat instead of upright. Using the tilt sensor can monitor this

process and provide immediate feedback when there are problems.

When monitoring tilt, you can set a rule which will provide notification if the amount of tilt exceeds what you

deem acceptable.
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ti |t 1-180°

When the device is rotated more than 30 °, an alarm will be sent.

- 1 "
( | )

Creating a Title Alert using Rules

Voltage —>
— Temperature (Device)
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Appendix

Videos, Training —>
— Voltage
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Videos, Training

e |ntroducing Findum

e Create a Findum Account

» Adding a Device to your Findum Account

» How to create a Geo-fence

» Configuring your Device

» Setting Rules and Alarms Demo

» Forgot your Password? How to log into your Findum account

» Entering your Account Settings

e Using the History Page

» Creating Device Reports

 How to delete Groups

Findum Update Notices —>
— Appendix
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Findum Update Notices

This section documents the recent history of upgrades to the Findum system.

» 2014-September-29
» 2014-September-11
» 2014-September-03
+ 2014-July-29

+ 2014-July-07

+ 2014-June-19

» 2014-April-30

2014-September-29 —>
— Videos, Training
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2014-September-29

This update to Findum contains the following changes:

Locate Now will time out in 120 seconds (previously this was 60 seconds)

2. “Locate Now” spinning circle will stop when the application receives a location response from the
device. It will then display the acknowledgement “The device successfully responded to the Locate
Now command.” in green background.

3. When a device that has been previously tagged is deleted, when it is re-added to the same account,

the device tag is the Device Identifier. Previously, it would keep the old tag prior to deletion.

Icons on map no longer obscure the list of filters.

Reports date/time indication updated.

All time displays are in 24 hour clock format.

N o o A

A black location marker now indicates the centre of the geo-fence both when it is created and when
geo-fences are shown for individual devices.

2014-September-11 —>
— Findum Update Notices




2014-September-11

This update to Findum contains the following changes:

1. When you now add a device to a Findum account, the existing configuration of the device will be
retained and not cleared.

2. When customer clicks the “Locate Now”, there is no longer a countdown but, instead, the following
confirmation message will be displayed: “Locate Now command sent to the device.” There is still the
spinning circle indicating that Locate Now has been clicked and this disappears after the timeout.
Note that further “Locate Now” clicks do nothing until the spinning circle has timed out.

2014-September-03 —>
— 2014-September-29




2014-September-03

This update to Findum contains the following changes:

1.

10.

11.

12.
13.

14.

15.

Under Settings, there is now a language setting. English and Spanish are currently the only two
options. Once saved, Findum will be all in the language of choice. This applies to SMS and Email
notifications as well.

Under Settings, timezone selection, the timezones now cover all timezones based on the Time zone
Database (http://www.iana.org/time-zones)

PT300D devices will now have a temperature probe box in the live and history view (temperature
probe column in reports to be added in an upcoming Findum release). Note that to enable the
temperature probe, you need to contact Sendum to enable the temperature probe readings. In an

upcoming Findum release, a checkbox is planned that will allow enabling and disabling of temperature
probe readings.

Improvements to Report view for GT300 related to “Battery” and “Hobbs” values.

Users will not get any more geo-fence alerts from a unit that it has removed from a geo-fence
grouping. However, if they delete the geo-fence, users will still get alerts from the device that was part
of that geo-fence. This issue is to be addressed in an upcoming Findum release.

Battery level reporting: Previously when a device could not read the battery level (remaining and full
capacity), the device would return a value of -999’ which would result in a 100% reading. This has
been corrected, thus eliminating spontaneous or continuous 100% Battery level indications.

There was an issue with the enabling and disabling of the GPS Jamming feature. This has been
corrected.

Group names must now be unique.

User can now delete the groups they have selected to delete. Previously, in some cases, more groups
were being deleted than were being selected. There remains an issue with cursor placement when
creating the selection rectangle and this will be addressed in an upcoming Findum release.

A new Group created with the same name as a previously deleted group will no longer contain
devices from the previously deleted group

When Light and IR Light report a real value of ‘65535’ (fully exposed to light), this value will be
reported instead of ‘—*

Improvements to the “Locate Now” function.

Small box containing Package representation (orientation and light) in live view now showing exactly
what it shows in the big box

Data graph in History view is now aligned when the browser window size is changed. Previously, the
right side of the data graph would get skewed.

Improved display when there are more than eight geo-fences.


http://sendum.com/support
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2014-July-29 —>
— 2014-September-11
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2014-July-29

New Findum HELP Documentation

We have revamped and improved our Help documentation for Findum. The new documentation adds the
following features:

* More detail. We've added a lot of new content to provide better guidance and more depth.

* Improved navigation system. To the left of the screen is a new hierarchical navigation system
designed to help you find what you are looking for fast.

* More hyperlinks. To make things easier to read and to allow greater detail, we’ve added plenty of
hyperlinks throughout the new guide.

+ Bigger Images: Many of the images can be expanded into larger views just by clicking on them.

+ Added Search function. A new search box in the upper right will make it simpler to get answers if
you can’t find what you are looking for.

* New Feedback mechanisms. Now you can rate each Help article as well as make your comments. If
our explanations need some improvement, now there is an opportunity to communicate directly with
our documentation team.

* More Video Demos. We’ve added and will continue to add new video demos to explain and improve
learning.

» Printable PDF version. If you prefer to study our Help materials offline, the PDF version makes it
easy to print off the whole user guide.

+ Mobile Devices. If you prefer reading documentation on your smartphone or mobile device, the new
user guide makes this easier. It's been set to automatically reformat to suit the size of various small
devices.

2014-July-07 —>
— 2014-September-03




2014-July-07

This update to Findum contains the following changes:

+ Alarm notifications now reference the user’s local time (as configured under Settings>Timezone
Selection)

» Device alarms are now shown on the Device Details Live mode page. Previously, under very specific
conditions, some alarms would not display. This is now corrected.

» Alarm semantics clarified.

» The automatic switchover to and from Day light savings time was not working properly. This is now
corrected.

+ Displays of sensor data on Dashboard and Device Details screens are now device specific.

* A new “Get Password” button has been added to Device Details screen.

* Hobbs data added to GT300 card. (“Hobbs” refers to equipment run-time and is specific to GT300
models).

*+ When a GT300 card has no data to report, a picture of a GT300 device will be shown (instead of a
PT300).

2014-June-19 —>
— 2014-July-29




2014-June-19

This update to Findum contains the following changes:

+ SMS Alarm text messages are now supported in Australia.

* Geofence creation has been enhanced to place a push pin at the center of the geofence. Also, the
default zoom level has been changed to focus on the geofence location.

+ Users can now set separate alerts for Entry and Exit for geofences (none, either, or both). Previously,
if either one of these alerts were selected, notifications for both were provided.

» The display of maps and graphs within Findum has been enlarged slightly (about 5%).

» Under some very specific conditions, battery readings would erroneousy read 100%. This has been
corrected.

* A voltage sensor has been added to the Device Card display and to the graph units selector on the
Device Details page. This was added in support of the new Accessory Pack product.

+ [GT300 Devices only]: A correction was made to the setting of a rule for the Hobbs meter. This
function now works correctly.

+ Device type indication (e.g. “PT300”, “GT300”) is now provided on the Device Details screen.

» The labeling of the Temperature axis on temperature graphs now indicates temperature units
(Degrees F. or C.) as opposed to just “Y-Axis”.

+ The term “Tilt” is now used on Device Cards as opposed to “Orientation”. In addition, the tilt angle is
displayed in place of the orientation vector.

2014-April-30 —>
— 2014-July-07
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2014-April-30

This update to Findum contains the following changes:

+ Support for degrees Celsius © and Fahrenheit (F) in configuration page.
» Support for Australian Time Zones.

+ Terminology change: The generic term “Device Identifier” is now used in place of other Carrier or
region-specific terms (including ESN, MEID, and IMEI).
+ HELP information link restored.

— 2014-June-19

If temperature matters. imec Messtechnik GmbH - Lilienthalstr. 23 - D-74078 Heilbronn

Tel: +49 7066 9150230 - Fax: +49 7066 9150233
Jm c E-Mail: info@imec.de - Web: www.imec.de
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